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“The Role of the United Nations Security Council in Addressing Cyberattacks under Chapter VII”

Abstract

In recent years, the international community has witnessed the rise of cyberattacks as one of the most serious non-traditional
security challenges, given their ability to transcend geographical boundaries and cause severe human and material damage
comparable to that resulting from traditional armed conflicts. This reality raises a fundamental legal question regarding the
extent of the United Nations Security Council’s jurisdiction, under Chapter VII of the UN Charter, to address such operations,
considering them as threats or breaches of international peace and security, and even elevating them to the level of aggression.

This research examines the scope of the Security Council’s discretionary powers, particularly in light of the evolving concept
of international peace and security and its expansion to encompass threats of an economic, humanitarian, and environmental
nature. It also explores the extent to which cyberattacks may be characterized as acts of aggression, and whether electronic
means can be regarded as “weapons” in the legal sense, thereby justifying the use of coercive measures, including armed
force. The study further discusses the legality of responding to cyberattacks, whether based on an explicit authorization from
the Security Council or on implicit or subsequent approval, while highlighting the technical and legal challenges of attribution
and the establishment of responsibility, as well as the practical limitations stemming from the absence of UN cyber forces.

The study is based on an analysis of the provisions of the UN Charter, relevant resolutions of the General Assembly and the
Security Council, international judicial precedents, and scholarly opinions, employing a comparative analytical methodology
that links traditional rules of international law with the requirements of cyberspace.

Keywords: Cyberattacks- Cyberspace- United Nations Security Council- Chapter VII- Aggression- International Peace and
Security.
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